
The Problem
Businesses issue online credentials to verify their customers’ identities. 
Once verifi ed, Identity Management (IdM) and single sign-on (SSO) 
systems manage user access to confi dential information, critical 
applications and allow them to conduct important transactions with 
a single credential. The ability to access many resources using a single 
credential has tremendous business benefi ts but it also dramatically 
increases the consequences if that credential is stolen by an attacker. 
Unfortunately, IdM and SSO systems often rely on weak authentication 
methods such as passwords, cookies, or one time password (OTP) 
tokens that are easy to defeat.

Before providing user access through an IdM or SSO system, it is critical 
to be certain of the user’s identity. Without strong user authentication, 
attackers can steal the user’s credentials and sensitive information, 
misappropriate valuable resources or compromise critical business 
applications.

Empowering Oracle Access Manager™ with 
TriCipher Strong Authentication

Benefi ts
■ Protects Information, Resources and Applications

  from Man-In-the-Middle and Man-In-the-
  Browser attacks.

■ Adapt authentication strength according to each 
  application risk without disruption.

■ TriCipher Authentication Ladder provides a range
  of strong authentication options that are more 
  secure, easier to use, and lower cost that than
  existing cookies, tokens, smart cards, and biometrics.

■ Achieve Compliance quickly and stay compliant 
  over time as regulations require stronger 
  authentication.

TriCipher Armored Identity Management inte-
grated with Oracle Access Manager  is a unifi ed 
authentication and identity management 
infrastructure that protects sensitive information, 
valuable resources and critical applications 
from fraud and identity theft 
by issuing and managing 
a variety of secure, 
easy to use, and low 
cost credentials. 
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What Makes TriCipher Different? 
The existing options for authentication and fraud prevention 
such as passwords, cookies, pictures and tokens have been proven 
inadequate by fraudsters, while stronger forms of authentication 
such as traditional Public Key Infrastructure (PKI), Smart Cards, 
and Biometrics have failed to realize their potential because they 
are difficult to use and deploy, and simply cost too much to make 
business sense. Everyone, including customers, online businesses, 
and government regulators recognize the immediate need to move 
beyond passwords to an easy to use, secure, and low cost system 
that will prevent fraud and identity theft. The TriCipher Armored 
Identity Management is the only unified authentication infrastruc-
ture that can provide a secure, easy to use and low cost authentica-
tion system that seamlessly integrates strong authentication with 
Oracle Access Manager. TriCipher provides more effective security 
than traditional PKI, is as easy to use as entering a username/pass-
word and has a low cost per user and transaction. 

How Does it Work? 
TriCipher Armored Identity Management integrates into Oracle 
Access Manager without requiring any changes to the customer 
applications. The TriCipher patented multi-part credential 
provides unparalleled protection of a user’s online identity while 
maintaining the familiar user experience of entering a username 
and password. One part of the TriCipher credential is generated on 
the user’s computer and the other portion is stored on the ID Vault 
appliance. To successfully authenticate, both parts of the credential 
must be combined, making it virtually impossible for an attacker 
to steal the entire credential and log into an account to commit 
fraud or identity theft. With the secure multi-part credential as 
the foundation, the TriCipher Authentication Ladder integrates 
a range of authentication factors including passwords, browser 
cookies/certificates, PCs, portable devices, tokens, smart cards and 
biometrics to provide a complete authentication system.

 
With Oracle Access Manager protected applications, the TriCipher 
TACS ID Vault is used to store and validate the instance of the 
userID and the second factor.

When a user begins access to an Oracle Access Manager protected 
application, based on the authentication factor required for strong 
authentication, the user is mutually identified either using a con-
fidence image and text or using mutual SSL (digital certificates). 
Once the users’ second factor is validated by TACS, the TriCipher 
integration plugin to Oracle Access Manager then authenticates 
and authorizes to Oracle Access Manager and gets the Oracle 
Access Manager single sign-on cookie, and sets the cookie on the 
user’s browser, redirecting them to the originally requested des-
tination page.  In this manner, the login process to Oracle Access 
Manager protected applications is preserved and users are granted 
the “keys to the kingdom” after strong authentication.

Summary
The combined TriCipher and Oracle Access Manager™ solution 
gives organizations powerful and flexible strong authentication 
capabilities delivered within a single administrative infrastructure.  
TriCipher’s flexible authentication factors and unique credential 
management features provide a highly secure method of credential 
management that dynamically evolves with changing user roles, 
entitlements and application services. 

Disclaimer: When Oracle conducts partner integration and testing, we verify only that the software inte-
gration functions according to the partner’s proposed integration plan, and that it makes appropriate use of 

Oracle components and integration technologies in the environment specified in the published Integration 
Datasheet. Customers are solely responsible for the selection of all third-party software, including any 

integration software, used in conjunction with Oracle Identity Management and for the results of such use. 
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For more information on Oracle Identity Management solutions, 
visit www.oracle.com/identity. 


